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May 23, 2017
Dear MicroScan Customer,

This communication provides detailed instructions for the manual installation of the MS17-010 Microsoft
security patch on the LabPro Information Manager running on Windows 7 and Windows XP operating
systems. Systems that are connected to the network may be vulnerable. It is important to note that the
MS17-010 Microsoft security patch has been automatically deployed to systems connected to LabPro
remote diagnostics. For systems connected to the network, but are not utilizing LabPro remote
diagnostics, we strongly encourage you to apply the MS17-010 Microsoft security patch per the detailed
loading instruction provided on the following pages.

Should you have further inquiries, please contact your local Beckman Coulter Diagnostics

representative.

Thank you,

Beckman Coulter Microbiology Global Product Management Team

Beckman Coulter, the stylized logo, and the Beckman Coulter product and service marks mentioned herein
are trademarks or registered trademarks of Beckman Coulter, Inc. in the United States and other countries.

For Beckman Coulter's worldwide office locations and phone numbers, please visit www.beckmancoulter.com/contact



Manual Installation of the MS17-010 Microsoft Security Patch
on the LabPro Information Manager

FOR WINDOWS 7 SYSTEMS (for Windows XP, see following section)

While logged in with the LabAdmin account:

1. Change Windows Update Service Status:
a. Start > Control Panel
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b. Administrative tools

3 » Control Panel » All Contrel Panel tems »

Adjust your computer’s settings
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c. Services

{21 » Control Panel » All Control Panel Iterns »  Administrative Tools
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d. Right click: Windows Update > Properties

2, Services
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e. Set Startup type = Manual, click Apply, click OK

r -
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R
||

General | Log On I Recovery | Dapendmdas|

Service name: WWUELSEn

Dizplay name: Windows Update

Descrigtion: Enables the detection, download, anfinstaliation of -
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2. Install update:
a. Using a non-MicroScan computer, download the appropriate update for your Windows
Embedded Standard 7 x64 machine from Microsoft by following this link:
http://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4012215

() Search results for "KBA012215"

Updates: 1 - 6.0 6 [page 1 of 1) Previous | Next =
Title | Products Classification | Last Updated | Version | Size Addpl |
March, 2017 Security Monthly Quality Rollup for Windows 7 (KB4012215) Windows 7 EI“‘"‘" 3122017 na B30 ME Add |
Maech, 2017 Security Monthly Quslity Rollup for Windows Server 2008 2 for x64-based Systems Security
peryeeterrd Widows Server 20088200 7 e 1455 M8 Aga |
March, 2017 Security Monthly Quality Roliup for Windows Embedded Standard 7 (KBS01Z31%) p 7 I T na B0 Mg Add |

F. lorthly ity Rod o Wi A Server 2 2 L m- barsed i
March, Moethly Quality Rollup for Windows Server 2008 A2 for anium-based 2008 A2 Security 2017 e S50 ME Add |
Systems (GBADL22 Ko T Updates
Masch, X Windows 7 Sty 207 wa 1455 M8 Asd |
Muech, 2 Mo y E et Wandows, Embedided Secunty 3127301 Add |
Systems (B4012215) Standard T Updates i i wssue |

o 2007 Microush Conporatson. ANl Raghts Reserved. | privacy | tern of use

b. Transfer the file to the Desktop on your MicroScan computer.
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c. Double click on the file to start the installation. You may see some informational screens
that require no action.

d. Click Yes:

Do you want to install the following Windows software update?

Security Update for Windows (KB4012215)

e. You may see a series of informational screens that require no action. When prompted,
click Restart Now:

=,

) Installation complete
- You must restart your computer for the updates to take effect.
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3. Verify installed update is present:

a. Click on Start > Control Panel

b. Click on Windows Update
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c. Click on View Update History and verify that KB4012215 has been successfully installed:

a_ . B
1 » Control Panel » All Control Panel ltems » Windows Update » View update histary v!t,

Review your update history

Check the Status column to ensure all important updates were successful. To remove an update, see Ingtalled Updates.

SEatiss
Sninarie

Secuntty Update for Windows (KB4012215)

Successful

Secunty Update for Windows (KB3142024)

Security Update for Windows (KB3142024)

Security Update for Windows (KB3142024)

Security Update for Windows Embedded Standard 7 for #64-based Systems (KB3156017)

Security Update for Windows Embedded Standard 7 for #64- based Systems (KB3139338)

Security Update for Microseft NET Framewcrk 4.5, 4.5.1 and 4.5.2 on Windows 7, Vista, Server 2008, Server 2008 R2 64 (KB3097996)

4. |Installation complete. Close all windows.
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FOR WINDOWS XP SYSTEMS

1. Install update:
a. Using a non-MicroScan computer, download the appropriate update for your Windows
XP SP3 system from Microsoft by following this link:
http://www.catalog.update.microsoft.com/Search.aspx?q=KB4012598

KB4012596 Search

£ Search results for "KB4012598"
Updates: 1 - 13 of 13 (page 1 of 1)
Title Products Classification Last Updated
curity Update for Windows § (KB4012596) Windows § i “!’;‘; 511372007 wa B72 KB Download |
1
curity Update for Windows XP SP3 (KBA012596) Windows XP 3:;':‘ 5/13/2017 nfa 665 KB Download
- B aTa me Securil I
ecurity Update for Windows Vista (KB4012596) Windaws Vista UP;:" 31272017 e 12 M8 Download |
an Security
pda: Wind, T Windows Server 2008 Updates 3nzo17 nfa 12 MB Download
fowes Server x64-based Systems Windows Server 2003 Windows Server 2003, Datacenter  Security Sk = s e
Edition Updates

b. Transfer the file to the Desktop on your MicroScan computer and double click to initiate
installation.
c. Click Next:

Software Update Installation Wizard
Use this wizard to install the following software update:

Security Update for Windows
XP (KB4012598)

Before you install this update, we recommend that you:

- Back up your system
- Close all open programs

You might need to restart your computer after you complete
this update. To continue, click Next.
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d. Click the radio button for | Agree and click Next:

!I'Software Update Installation Wizard

License Agreement

Please read the following license agreement. To continue with setup,

= you must accept the agreement.
:EE °3 PLEASE NOTE: Microsoft Corporation (o based

on where you live, one of its affiliates)
licenses this supplement to you. The
supplement is identified for use with one or
more Microsoft operating system products [the
‘software’]. You may use a copy of this
supplement with each validly licensed copy of
the software. You may not use it if you do

not have a license for the software. The

& IDoNdAgrel . II * | Agee Pint
2 = 0 o |

e. When prompted, click Finish:

IMPORTANT: Do NOT check the box next to “Do not restart now”. It is important that the
computer restarts to finish installing the update.

B

Software Update Installation Wizard

Completing the Security Update
for wWindows XP (KB4012598)
Installation Wizard

You have successfully completed the KB4012538
Setup Wizard.

To apply the changes, the wizard has to restart
Windows. To restart Windows automatically, click
Finish. If you want to restart later, select the Do not
restart now check box, and then click Finish.

™ Do not restart now

2. Verify Update Is Installed.
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a. Go to Start > Control Panel
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b. Go to Add or Remove Programs:
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Fle Edit ‘View Favorites Tools Help

Qo - @ ¥ POseuch [ rokders | [

[ Control Panel
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c. Within Add or Remove Programs
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i. Click the box next to Show Updates
ii. Inthe drop down box next to Sort by, select Date Last Used
iii. Scroll to the bottom and verify “Security Update for Windows XP (KB4012598)” is
installed.

¥ Add or Remove Programs

\Eﬁj Currently installed programs and updates: m_. Show updates Sort by: v

Change or ) o
Remove #¥ Security Update for Windows XP (KB979687) Installed On  9j5j2013 °

Programs | ¥ Security Update for Windows XP (KB980195) E Installed On  9/5/2013
A% Security Update for Windows XP (KB980232) Installed On  9/5/2013
% &* Security Update for Windows XP (KB980436) Installed On  9/5/2013
Programs ¥ Security Update For Windows XP (KB981322) Installed On  9/5/2013
&® Security Update for Windows XP (KB982132) Installed On  9/5{2013
g] A Security Update for Windows XP (KB982214) Installed On  9/5/2013
mve & security Update For Windows XP (KE982802) Installed On  9/5/2013
A Security Update for Windows XP (KB2603351) Installed On  9/5/2013
& Security Update for Windows %P (KB960859) Installed On  9/5/2013
@’ 4 Security Update for Windows %P (KB2347290) InstalledOn  9/5/2013
¥ security Update for Windows XP (KB2124261) Installed On  9/5/2013
Defaults 4¥ Security Update for Windows XP (KB2286198) Installed On  9/5/2013
&* Security Update for Windows XP (KB2259922) Installed On  9/S/2013
A Security Update for Windows XP (KB2229593) Installed On  9/5/2013
Security Update For Windows %P (KB958690) Installed On
| ¥ Security Update for Windows XP (KB4012598) Installed On
icg
15] Zoom V.92 USB Faxmodem Upgrade

3. Installation complete. Close all windows.

For Beckman Coulter's worldwide office locations and phone numbers, please visit www.beckmancoulter.com/contact



